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11. Summary of the new findings of the thesis:

The thesis has proposed cryptography algorithms on elliptic curve.

4)

S)

6)

Cryptography algorithm on elliptic curve — CECC

The idea of the algorithm is based on the idea of CAESAR cipher, using
a K symmetric key, the K key is a numeric value. The thesis combines
this idea with features and operations on elliptic curves to propose
cryptographic algorithms on elliptic curves — CECC.

Cryptography algorithm on elliptic curve — AECC

The idea of the algorithm is based on the AFFINE cipher idea, using a
K symmetric key, the K key is a key pair K(u, v). The thesis combines
this idea with features and operations on elliptic curves to propose
cryptographic algorithms on elliptic curves — AECC.

Cryptography algorithm on elliptic curve — VECC
The idea of the algorithm is based on the Vigenere cipher idea, using a

K symmetric key, the K key is a text string value. The thesis combines



this idea with features and operations on elliptic curves to propose
cryptographic algorithms on elliptic curves — VECC.
o The thesis develops two elliptic curve cryptography to encrypt Vietnamese text;

e The thesis tested on devices with limited computing power.

12. Practical applicability, 1f any: .......ccccocoiiiiiiiiniiiiieeeeee e

13. Further research directions, if any:

e Research models of lightweight cryptographic systems using a combination of
the SPN and Feistel structures to design new lightweight block cipher
algorithms.

e Propose new algorithms for cryptography on elliptic curves, applied to e-
government and digital signatures.

e Research the relationship between elliptic curve cryptography and
steganography in images.
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